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primary stages in the establishment of IS 
within the law enforcement system: 

1) 2004-2014 –

2) 2015-2025 –

CHAPTER 1.  
DIGITALIZATION OF THE LAW ENFORCEMENT 
SYSTEM IN RETROSPECTIVE FOCUS: 
ASSESSMENT OF EFFECTIVENESS



|  9

1.1 Building the Foundation for the Digital 
Development of the Law Enforcement System 
(2004–2014) 

Institutional Framework and the Initial Steps in Automation
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Figure 1.

SOLUTION LAUNCHED MAIN FUNCTION RESULT

Transition to the Operational Control Model: The EBSR Project 
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SOLUTION LAUNCHED MAIN FUNCTION RESULT

2010

Figure 2. 

Figure 3.  
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1.2 Ecosystem-based development of digital 
solutions (2015-2025)

Building the digital foundation of the 
criminal process. 

Ecosystem integration and 
interdisciplinary coverage.

Reduction of corruption risks 
through Big Data centralization. 

Digital protection of public and 
business interests.

Improvement of executive discipline. 
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Figure 4. 

SOLUTION LAUNCHED MAIN FUNCTION RESULT
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Figure 5.  
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Figure 6.  

 



|  17

The technological architecture of the  
URAP system is represented by three  
specialized modules: 

• 

• 

• 

Figure 7. 

SOLUTION LAUNCHED MAIN FUNCTION RESULT
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[11].

Figure 8.

SOLUTION LAUNCHED MAIN FUNCTION RESULT

2018

The system architecture consists 
of three key components: 

• 

• 

• 
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Figure 9. 
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CHAPTER 2. 
THE ROLE OF ARTIFICIAL INTELLIGENCE 
IN CRIME FORECASTING AND ENSURING 
LAW AND ORDER
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This 

hidden social anomalies, such as:

• 

• 

• 

Figure 10.
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CHAPTER 3.  
INTERNATIONAL EXPERIENCE  
IN LAW ENFORCEMENT  
DIGITALIZATION AND COMPARISON  
WITH KAZAKHSTAN’S PRACTICE

These include:

• 

• 

• 
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• 

• 

 Transition of record-keeping and 
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  Data exchange at the supranational 
level 
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Cross-border solutions to reduce 
bureaucratic barriers 

Digital infrastructure for prosecutors 
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Electronic evidence system 
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Digital transformation as a political 
choice 

 
Countries and Kazakhstan
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Figure 11.  
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• In the EU, 

• In the USA, 

• In OECD countries as a whole, a 

• Kazakhstan, 
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CHAPTER 4.  
CHALLENGES AND PROSPECTS OF 
DIGITALIZATION AND AI IMPLEMENTATION 
IN THE LAW ENFORCEMENT SYSTEM

1. Growth of digital data volumes 
and infrastructural limitations of the 
prosecution. 

2. Risks of data leakage and protection of 
citizens’ rights in digital investigations. 
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3. Risk of inadmissibility of algorithmically 
generated evidence. 
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in prosecution staff. 

5. Risk of algorithmic bias and loss of 
human accountability in the use of AI. 
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ecosystem.

Improving the quality of work with 
evidence through technology. 

international information exchange. 
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New competencies and management 
models in the prosecution. 

A change in the role of the prosecution 
is not excluded. 



|  39

CONCLUSION
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